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SUING THE SURVEILLANCE STATES: THE (CYBER) TORT
EXCEPTION TO THE FOREIGN SOVEREIGN IMMUNITIES ACT
ABSTRACT
From the hacking of newsrooms to the wiretapping of dissidents, foreign states are infiltrating American computers and
intercepting communications--in stark violation of federal law and international norms. So far, the policy debate on
cybersecurity has taken it for granted that foreign states enjoy immunity for cyber attacks on U.S. targets. This Article is the
first to challenge that assumption.
It argues that the tort exception to the Foreign Sovereign Immunities Act waives the immunity of foreign states for cyber
trespass and wiretapping of American computer networks. Showing courts and litigants a roadmap to this new line of
litigation, the Article explores the intersection of twentieth century doctrines of immunity with twenty-first century torts. It
maps the FSIA’s territorial limits onto the geography of cyberspace, and then considers how modern sensibilities
conceptualize hacking and eavesdropping as forms of personal injury. Next, it examines whether statutory violations are
“torts” for FSIA purposes. Finally, it argues that computer misuse laws and international norms on territorial sovereignty
check the discretion of foreign states to surveil U.S. residents.
It closes with a claim for the essential justiciability of cyber tort suits against foreign sovereigns. Using tort law to check
governmental excess is central to the Anglo-American legal heritage. In our globally networked era, where Americans are
increasingly living under the electronic surveillance of foreign powers, cyber tort *228 suits can serve as a tool to express
public values--and limit raw sovereign power--in the contested digital domain.
INTRODUCTION: THE HACKERS AND THE HACKED
In 2012, Google users around the world received an ominous message: “Warning: We believe state-sponsored attackers may
be attempting to compromise your account or computer.”1 These warnings were just the beginning. Two years later, Google
security engineers announced that suspected government hackers had infiltrated twenty-one of the world’s twenty-five
leading news organizations.2
Many of these cyberattacks were aimed at the United States. In 2013, the New York Times reported that hackers traced to the
Chinese military had repeatedly infiltrated the New York Times’ computer systems.3 Using malware-- malicious software
code--the hackers stole the corporate passwords for every Times employee and breached a secret Times investigation of
corruption in China.4 The New York Times was not alone; since 2008, the Washington Post, the Wall Street Journal,
Bloomberg News, and the Associated Press have been targeted by attacks “intended to uncover the identities of sources for
news stories and to stifle critical reports about the Chinese government.”5

*229 There is nothing new about governments’ efforts to “stifle critical reports” by surveilling journalists and seizing their
files. Unlawful search and seizure is an ancient tool of censorship. The general writs of King George III sent bailiffs knocking
on the doors of eighteenth century English publishers, rooting out libelous papers and their anonymous authors.6 But
surveilling critics was traditionally a domestic matter--a struggle between a polity’s government and its critical Fourth Estate.
No longer. State-sponsored hackers are now reaching across borders, and they are not just targeting journalists. Foreign
government hackers are engaging in industrial espionage in the United States on a massive scale, stealing terabytes of
sensitive data and intellectual property worth billions.7 In November 2014, Sony Pictures Entertainment experienced a
massive cyberattack that destroyed systems and stole large quantities of personal and commercial data.8 Although a group of
hackers calling itself the “Guardians of Peace” claimed responsibility for the attack, the FBI announced on December 19 that
the North Korean government was, in fact, responsible.9 The cyberattack--and a series of threats against Sony employees as
well as cinemas showing Sony films--was apparently in response to the scheduled release of The Interview, a satirical film
lampooning North Korean autocrat Kim Jong-un.10
The Sony hack illustrates the problem of “attribution,” that is, the difficulty of tracing a cyberattack to its originator.11
Cyberspace *230 affords an inherent degree of anonymity--and a range of masking techniques--that allow hackers to obscure
their link to a hack.12 Since a cyberattack can be executed by a loosely affiliated network of actors across geographical
borders, there are formidable forensic and jurisdictional barriers to evidence collection.13 It is perhaps unsurprising, then, that
some cybersecurity experts dispute the FBI’s conclusion that North Korea perpetrated the Sony hack. Cybersecurity firm
Norse Corporation concluded that the hack was more likely an “inside job” carried out by a former Sony employee in
collaboration with outside hackers.14
If North Korea was indeed involved, the Sony hack is part of a disturbing trend towards states using information technology
to censor and surveil civil society and private actors beyond their borders. President Obama voiced shock at a foreign power
attempting to silence an American film studio on U.S. soil:
We cannot have a society in which some dictators someplace can start imposing censorship here in the United
States because if somebody is able to intimidate us out of releasing a satirical movie, imagine what they start
doing once they see a documentary that they don’t like or news reports that they don’t like.15
Yet those “dictators” are already threatening civil liberties here in the United States, tracking dissidents, monitoring diaspora
communities, and compromising human rights investigators. The Ethiopian government has allegedly wiretapped journalists
in *231 Washington D.C.’s Ethiopian community.16 The Syrian government has reportedly used “spear-phishing” attacks-tricking users to click a fake link to a video of wartime atrocities--to infiltrate opponents of the Assad regime and their
international supporters.17 And hackers apparently aligned with the Vietnamese government have launched malware attacks
on staffers at the Electronic Frontier Foundation in San Francisco.18
Decades ago, this sort of spying on U.S. targets would have required physically bugging offices and tapping phone lines. But
today, spyware, much like unmanned aerial vehicles, permits remote-controlled surveillance. Indeed, a burgeoning “lawful
intercept” industry sells digital surveillance tools to a growing market of government buyers.19 Spyware sold exclusively to
governments, such as Remote Control Systems and FinFisher, can infect computers and mobile phones and covertly record emails, text messages, phone or Voice over Internet Protocol (“VoIP”) calls, and GPS data.20 They can log keystrokes.21 They
can even activate cameras and microphones to record their environment--converting consumer *232 devices into remotecontrolled surveillance drones.22 Of course, such spyware can be used for legitimate law enforcement and national security
purposes. But it can also silence dissent or steal business secrets.
The targeting of American computer networks raises a novel question: do victims of state-sponsored hacking have any legal
recourse against the foreign states behind the attacks? Conventional wisdom says no. Commentators have assumed that
foreign governments and their hackers are beyond the reach of American law. Some, like American Enterprise Institute fellow
Dan Blumenthal, take it for granted that sovereign immunity shields foreign states from civil suits for cyberattacks.23 As
Marc Rotenberg of the Electronic Privacy Information Center notes, victims “need something more than the federal Wiretap
Act to establish jurisdiction.”24

This Article argues that victims already have “something more”--the tort exception to the Foreign Sovereign Immunities Act
(“FSIA”) permits cyber tort suits against foreign states that hack U.S. targets.25 To date, no electronic privacy suit has been
brought successfully against a foreign sovereign.26 And no scholarly work has identified this unexplored chink in the armor
of sovereign immunity. This Article lays out a roadmap for how electronic privacy plaintiffs should frame their claims and
how courts should decide them.
First, Part I argues that plaintiffs have an arsenal of statutory and common law claims. Computer hacking and electronic
eavesdropping within the United States violate the core computer misuse statutes: the Electronic Communications Privacy
Act and the Computer Fraud and Abuse Act. Each provides a private right of *233 action and imposes civil liability on
governmental entities, both foreign and domestic. These cyberattacks also give rise to common law tort claims for trespass or
invasion of privacy.
Part II tackles immunity. It maps how the tort exception to the FSIA, 28 U.S.C. § 1605(a)(5), applies to hacking and
electronic surveillance. After laying out the FSIA’s framework for determining immunity, it identifies and resolves four novel
issues that arise when this twentieth century statute collides with twenty-first century torts. This Part demonstrates four key
points: (1) that cyber intrusions into U.S. computer networks meet the territoriality requirement, even if they originate
abroad; (2) that the tort exception reaches both common law torts and statutory violations; (3) that invasions of privacy--such
as eavesdropping--are personal injuries for FSIA purposes; and (4) that state-sponsored hacking is not a discretionary
function entitled to immunity, since it violates clear criminal law and international principles of territorial sovereignty.
Finally, Part III argues for the essential justiciability of electronic privacy claims. Such claims do not challenge a foreign
state’s surveillance practices within its own territory, and since they invoke statutory rights and rules of immunity, they raise
no political questions. On the contrary, common law courts have, for centuries, remedied governmental trespass through the
medium of tort law. Today, such suits comport with international limits on sovereign immunity. They expose foreign states to
the same risk of litigation in the United States that our government faces for torts it commits in foreign territory and foreign
computer networks.
Ultimately, tort suits against foreign states and their hackers are a more effective and less incendiary response to cyberattacks
than the alternatives of vigilantism, prosecution, or armed reprisal. Foreign states that break into U.S. computer networks
cannot hide behind a veil of immunity: they can and should be held liable. We need only apply the old laws of immunity and
tort to the new frontier of cyberspace.
I. CYBER TORTS
The FSIA tort exception requires a tort. Section 1605(a)(5) strips immunity for “tortious acts or omissions” causing “personal
injury or death, or damage to or loss of property.”27 This Part argues that electronic privacy plaintiffs can invoke a number of
statutory *234 and common law actions, arising from different aspects of state-sponsored cyberattacks or surveillance. It first
surveys the causes of action and then considers whether they are actionable against foreign governmental entities--assuming,
for the moment, that immunity can be overcome.
A. From Wiretapping to Electronic Trespass
When foreign state actors intercept communications or infiltrate computers in United States territory, they violate the core
computer misuse statutes: the Electronic Communications Privacy Act (“ECPA”)28 and the Computer Fraud and Abuse Act
(“CFAA”).29 Coupled with common law torts, these statutes offer a potent arsenal of civil remedies against individuals and
governmental entities alike.
Electronic Communications Privacy Act. Comprising three titles, the Electronic Communications Privacy Act of 1986
provides the key protection of communications while in transmission or storage. The ECPA consists of three acts: (1) the
Wiretap Act,30 which prohibits the interception of communications; (2) the Stored Communications Act,31 which protects
stored communications and transaction records; and (3) the Pen Register Act,32 which regulates analog surveillance
techniques such as pen registers and trap and trace devices.33
As its name suggests, the ECPA protects communications; but whether a given act of surveillance violates the Wiretap Act or

the *235 SCA depends on whether the communication was accessed while in transmission or while in storage.
Wiretap Act. The Wiretap Act prohibits the electronic eavesdropping of communications while they are in transit, as well as
the use or disclosure of information unlawfully obtained, subject to a few specific exceptions.34 The Act bars third parties,
including governments, from intentionally intercepting or attempting to intercept oral, wire, or electronic communications
through the use of any electronic, mechanical, or other device.35 To be actionable, the interception must have been
“contemporaneous with transmission”36 and the transmission must have occurred through a system that “affects interstate or
foreign commerce.”37 Accordingly, courts have found that using malware to reroute e-mail or record communications
through Voice-over-Internet Protocol (“VoIP”) programs, such as Skype, violates the Wiretap Act.38 In addition to criminal
penalties, *236 the Wiretap Act creates a civil cause of action against “the person or entity, other than the United States,” that
violates the Act.39
Stored Communications Act. While the Wiretap Act protects communications in transit, the Stored Communications Act
(“SCA”) protects communications held in storage by an Internet Service Provider (“ISP”).40 The SCA makes it a federal
offense to intentionally access, without authorization or in excess of authorization, a “facility through which an electronic
communication service is provided,” and obtain or alter a communication while it is held in storage.41 Like the Wiretap Act,
the SCA authorizes civil actions.42
The SCA has a fairly narrow application for victims of state-sponsored cyberattacks. Since the Act is limited to providers of
“electronic communication services” or of “remote computing services,” the SCA generally only protects data on servers, not
on personal computers.43 This means that the SCA would come into play if, for example, a hacker obtained unauthorized
access to e-mails stored on the server of a webmail provider like Google or Yahoo.44 But it would not apply if the same email were intercepted in transit after the user hits “send,” nor if it were accessed while saved on the user’s *237 computer.
However, such an intrusion into a personal computer could be actionable under the Computer Fraud and Abuse Act.
Computer Fraud and Abuse Act. The CFAA is essentially a computer trespass statute. Section 1030(a) of Title 18 imposes
criminal penalties on anyone who “accesses a computer without authorization or exceeds authorized access and thereby
obtains ... information from any protected computer.”45 The CFAA also provides a private right of action if a violation of the
Act causes loss or damage: to state a claim under § 1030(g), a plaintiff must allege (1) damage or loss46 (2) caused by (3) a
violation of one of the substantive provisions in 18 U.S.C. § 1030(a)-(b) and (4) conduct involving one of the factors in §
1030(c)(4)(A)(i)(I)-(V).47
The CFAA has been frequently maligned by civil liberties advocates, and deployed by prosecutors, due to its breadth. The
term “protected computer” includes any computer “used in or affecting interstate or foreign commerce or communication,
including a computer located outside the United States that is used in a manner that affects interstate or foreign commerce or
communication of the United States.”48 Similarly, courts are divided on just how broadly they should read the terms “access
without authorization” and *238 “exceeds authorized access.”49 Much of the debate turns on whether exceeding authorized
access is limited to breaching code-based access restrictions (e.g., password protections), or whether it also includes
breaching contract-based use restrictions (e.g., terms of service agreements).50
For present purposes, the less controversial concept of “access without authorization” covers most state-sponsored
cyberattacks. Infiltrating computers through malware is squarely within the concept of “hacking” that Congress had in mind.
Indeed, the Senate Judiciary Committee report accompanying the 1996 amendments to the CFAA cited cases of foreign-based
hackers infiltrating U.S. computers.51 More recently, courts have applied the CFAA to hacking techniques including
“phishing” schemes,52 “Trojan Horse” infections,53 “spoofing” IP addresses,54 and taking remote control of root passwords.
55

*239 Common law trespass and invasion of privacy. Beyond the core federal computer crime statutes, electronic privacy
plaintiffs can also invoke common law torts under state law. Following the 1890 work of Samuel D. Warren and Louis D.
Brandeis, The Right to Privacy,56 nearly all fifty states have recognized a cause of action for privacy violations.57 Foreign
digital surveillance or cyberattacks can give rise to a tort action against anyone “who intentionally intrudes, physically or
otherwise, upon the solitude” or “private affairs” of another, so long as “the intrusion [would] be highly offensive to a
reasonable person.”58 Indeed, courts have found that electronic snooping, such as installing a keylogger, is a cognizable

intrusion.59
Similarly, a number of states permit trespass to chattels actions where the only contact with the plaintiff’s property is through
electronic signals.60 In the seminal case, Intel Corp. v. Hamidi, the Supreme Court of California translated this ancient tort
into the cyber context, holding that a trespass through electronic signals is actionable if it “damages the recipient computer”
or “impair[s] its functioning.”61 In the electronic context, this damage or impairment need not occur through traditional
physical means; the tort does not require physically smashing a hard drive or cutting cords. Malicious *240 code or even a
barrage of spam e-mail can interfere with the functioning of a computer system. Thus, in CompuServe Inc. v. Cyber
Promotions, Inc., the Southern District of Ohio, applying Hamidi, held that the element of actual harm could be established
by the fact that “multitudinous electronic mailings demand the disk space and drain the processing power of plaintiff’s
computer equipment,” and hence diminish its value to the owner. The upshot is that a trespass to chattel can consist only of
electrons, although some states have yet to recognize a cause of action for cyber-trespass.62
Finally, there are a variety of state wiretapping and anti-spyware statutes that could be brought to bear against state-sponsored
cyberattacks.63 For example, California’s Anti-Phishing Act of 2005 authorizes civil actions against persons who obtain
private information by falsely posing online as a business.64 But not all state privacy laws authorize private enforcement.65
Moreover, plaintiffs may face a distinct hurdle with state law claims; given the potential impact on foreign affairs, litigating
trans-border cyberattacks under state privacy laws may invite preemption challenges.66
Of course, the focus so far has been on trespassory or privacy torts; but the harms caused by cyberattacks can extend beyond
breached privacy and a sluggish hard-drive--disabling a computer system that runs essential infrastructure could threaten life
and limb. To date, no known cyberattack in the United States has caused physical injury, but one should not rule out the
possibility that *241 interfering with a power grid or water treatment facility could result in physical harm or death, with all
the ensuing legal consequences.

TABLE 1: OVERVIEW OF STATUTORY AND COMMON LAW CLAIMS
CIVIL ACTION

PROHIBITED CONDUCT

APPLICATIONS

Federal Wiretap Act, 18 U.S.C. § 2520 et
seq.

Electronic eavesdropping of
communications in transit

E-mail re-routed by spyware; Re-routing or
recording of Voice over Internet Protocol
(e.g., Skype)

Stored Communications Act, 18 U.S.C. §
2701 et seq.

Unauthorized access to electronic
communications held in storage with an
ISP

Accessing e-mail archived on webmail
server (e.g., Gmail, Facebook); Accessing
data in the “cloud” (e.g., Google Drive)

Computer Fraud and Abuse Act, 18 U.S.C.
§ 1030

Obtaining information or causing damage
via unauthorized access to a protected
computer

Trojan Horses; Phishing schemes; Keyloggers; IP spoofing; Hacking root
passwords

Intrusion Upon Seclusion

Intentional invasion of privacy if highly
offensive to a reasonable person

Key-loggers; Remote control of webcam or
microphone

Trespass to Chattels

Intentional interference with a computer
that impairs its functioning or diminishes
its value

Website scraping; Spyware installation

*242 B. Governmental Entity Liability: Dispensing with a Red Herring
We have seen that electronic privacy plaintiffs have a range of remedial tools, from federal statutory actions to common law

tort claims. But do these laws impose liability on governmental entities? Note that this question is analytically distinct from
whether a defendant is immune from jurisdiction. A state might have waived its sovereign immunity, yet face no liability
under a statute that is limited to individuals. So foreign sovereigns will likely argue that they are simply not part of the class
of potential defendants.
Courts should not be distracted by this red herring. There are two paths that resolve the issue, and both reach the same
conclusion: foreign governmental entities are amenable to suit, so long as immunity can be overcome.
First, the FSIA may itself offer a general answer. Section 1606 provides that “[a]s to any claim for relief with respect to
which a foreign state is not entitled to immunity ..., the foreign state shall be liable in the same manner and to the same extent
as a private individual under like circumstances.”67 One plausible reading of this provision is that once a foreign state is
stripped of immunity, it becomes by operation of law, a private individual for purposes of liability.
The Supreme Court seems to have embraced this view: “Where state law provides a rule of liability governing private
individuals, the FSIA requires the application of that rule to foreign states in like circumstances.”68 And lower courts have
followed suit, holding that “Section 1606 acts as a ‘pass-through’ to substantive causes of action against private individuals
that may exist in federal, state or international law.”69 This “pass-through” has permitted *243 claims against foreign states
that range from state common-law and statutory causes-of-action, such as wrongful death,70 to federal statutory causes-ofaction, including civil claims under the Racketeer Influenced and Corrupt Organizations Act (“RICO”)71
The FSIA’s limited legislative history also suggests that Section 1606 is best read to treat foreign-state defendants as if they
were private individuals. The reports of the House and Senate Judiciary Committees emphasize that 1606 was intended to
subject foreign states to the same rules of tort liability as private parties, except with respect to punitive damages:
Section 1606 makes clear that if the foreign state, political subdivision, agency or instrumentality is not entitled
to immunity from jurisdiction, liability exists as it would for a private party under like circumstances. However,
the tort liability of a foreign state itself, and of its political subdivision (but not of an agency or instrumentality
of a foreign state) does not extend to punitive damages.72
Nonetheless, there is a limit to the power of Section 1606 to expand the scope of liability for underlying causes-of-action.
Some statutes define a limited class of defendants. The Torture Victim Protection Act (TVPA), for example, authorizes a
cause-of-action against “[a]n individual” who subjects victims to torture or *244 extrajudicial killing.73 Because the TVPA
refers only to “individuals,” several judges on the U.S. District Court for the District of Columbia have refused to apply the
TVPA to foreign states through Section 1606.74 In Holland v. Islamic Republic of Iran, the court cautioned against overriding
Congress’ intent to limit the TVPA to foreign officials and officers.75 In Holland and another decision, Dammarell v. Islamic
Republic of Iran, the court heeded the Senate Report’s admonition that the TVPA “uses the term ‘individual’ to make crystal
clear that foreign states or their entities cannot be sued under this bill under any circumstances: only individuals may be
sued.”76 These cases suggest a rule that statutes of general (or ambiguous) application, such as RICO, can apply to foreign
states through Section 1606, while statutes that confine their scope to individuals cannot be expanded to reach states or other
entities.
Holland and Dammarell’s treatment of the TVPA suggests that courts applying Section 1606 should look to the underlying
cause of action to determine if it applies to governmental entities, or if, like the TVPA, it is confined to individual liability.
Even under this approach, though, most electronic privacy claims would pass muster since, as we will see, the core computer
misuse statutes apply to governmental entities.
1. Entity Liability under the ECPA: Wiretap and Stored Communications Claims
To determine whether ECPA claims can apply to foreign states, we must examine the history of the Wiretap Act and how its
scope grew intertwined with that of the Stored Communications Act through a series of amendments.
*245 When first enacted in 1968, the federal Wiretap Act--originally Title III of the Omnibus Crime Control and Safe Streets
Act of 1968 (“Crime Control Act”)77--was confined to a limited class of defendants. Under the Crime Control Act, Section
2511 of title 18 imposed criminal penalties on “[a]ny person who ... willfully intercepts ... any wire or oral

communication.”78 In turn, Section 2520 of the Crime Control Act also created a civil liability regime, giving “any person
whose wire or oral communications is intercepted ... a civil cause of action against any person who intercepts ... such
communications.”79
Thus, only a “person” was subject to the criminal penalties of Section 2511 or the civil liability of 2520. And Section 2510
defined the term “person” as “any employee, or agent of the United States or any State or political subdivision thereof, and
any individual, partnership, association, joint stock company, trust, or corporation.”80 In short, the original Wiretap Act
applied only against individuals or private business entities, not state entities.
All this changed with the enactment of the Electronic Communications Privacy Act of 1986.81 First, the ECPA expanded
Section 2511 to cover “any wire, oral, or electronic communication.”82 Second, the ECPA amended the civil liability
provision, Section 2520, adding the words “or entity” to those who may be sued.83 Finally, the ECPA enacted the Stored
Communications Act, codified at 18 U.S.C. §§ 2701-2712, creating civil liability for unlawful access to stored electronic
communications.84 Using language identical to Section 2520 of the Wiretap Act, Section 2707(a) of the Stored
Communications Act authorized a civil cause of action against “the person or entity” that engaged in the violation.85 The
ECPA, however, did not define the term “entity.”86
*246 Even so, the Act’s text and legislative history strongly suggest that “entity” was intended to include governmental
entities. As one court observed, “the addition of the words ‘entity’ can only mean a governmental entity because prior to the
1986 amendments, the definition of ‘person’ already included business entities.87 In other words, “entity” must be read to
include governments because it would otherwise be superfluous.
The legislative history expressly says as much. The Senate Committee Report accompanying the ECPA makes it clear that the
term “entity” was added to § 2707(a) of the Stored Communications Act to enable plaintiffs to sue governmental entities:
[A]ny provider of electronic communication service, subscriber, or customer of such service aggrieved by any
violation of this new chapter may recover from any person or entity--including governmental entities--who
knowingly or intentionally violated this chapter.88
Although the Report does not explain why the ECPA also added “entity” to the Wiretap Act’s civil liability section, there is no
indication that Congress intended “entity” to mean two different things in these parallel sections. Thus, the Report’s comment
on the scope of “entity” for the SCA also explains the scope of “entity” for the Wiretap Act.
That “entity” includes governments was made all the more clear when Congress once again amended both Acts in 2001, this
time to shield the United States from civil liability.89 Thus, using identical language, the Wiretap Act and Stored
Communications Act both authorize civil actions against “the person or entity, other than the United States, which engaged in
[the] violation.”90 There would have been no reason to carve out an exception for the United States if governments could not
be sued. So Congress clearly understood that the 1986 amendments to both Acts created governmental entity liability.
Most courts that have examined the issue have agreed.91 Leading the pack, the Second and Sixth Circuits have recognized
*247 governmental entity liability under both acts for three reasons. First, as the Sixth Circuit explained in Adams v. City of
Battle Creek, the terms “or entity” in the 1986 amendments must refer to governmental entities in order to have meaning and
effect: business entities had already been covered for nearly two decades.92 Second, as the Second Circuit noted in
Organizacion JD Ltda. v. U.S. Department of Justice, the legislative history for the SCA’s parallel civil-liability section
“specifically references ‘governmental entities’ as potentially liable.”93 This congressional statement should be read to apply
to both the SCA and the Wiretap Act, since statutes in pari materiae are to be interpreted together, to form a coherent body of
law.94 Finally, the use of different terms in the criminal and civil provisions of the Acts indicates that Congress intended
different regimes of liability--a civil one that applies to all individuals and entities other than the United States, and a criminal
one that applies only to individuals and businesses.95
Only the Seventh Circuit has held otherwise, concluding that governmental entities are excluded from civil liability for
intercepts in violation of § 2511(1) of the Wiretap Act, although they have no such immunity for violations of the Stored
Communications Act.96 The Seventh Circuit’s analysis in Seitz v. City of Elgin has all the false appeal of the deceptively
simple. First, the court reasoned, the Act’s criminal prohibition of unlawful intercepts only permits the criminal prosecution

of a “person.”97 Second, § 2510(6) excludes *248 governmental entities from the definition of “person.”98 From this, the
court concludes that only a “person”-- meaning an individual or private business--can violate § 2511(1).99 And if only a
“person” can violate section 2511(1), then only a “person” can be sued for such violation.100 In the Seventh Circuit’s view, an
intercept committed by a governmental entity simply does not violate the statute.
The problem is that governmental entities, as legal abstractions, do not commit wiretapping. Their human agents do. And
when they do so without a warrant, or other dispensation, they violate the Act. The only issue is whether liability for that
violation can be attributed to the principal--the government itself. And the statute expressly answers that. For criminal
liability, the answer is no. Per § 2511(1), only a “person” can be subjected to fine or punishment under § 2511(4). So a
government cannot be prosecuted for its agents’ unlawful intercepts.
But for civil liability, the answer is yes. By creating a cause of action against a “person or entity,” § 2520 necessarily directs
that those legal fictions can be held civilly liable for the wrongful acts of their human agents. In short, Seitz misinterprets
Congress’ decision to exempt governmental entities from criminal liability as a decision to insulate those entities from tort
liability.
The majority approach is thus the better one: civil liability for government entities is more faithful to the text and history of
the Wiretap Act, and more attuned to its purpose. One of Congress’ chief concerns animating the ECPA was to “guard against
the arbitrary use of Government power to maintain surveillance over citizens.” Taking an eraser to Title I and shielding
government entities from suit does not do justice to that goal.
Yet there is still a further bridge to cross. Even if the Wiretap and Stored Communications Acts apply to governmental
entities, do they apply to foreign states? To date, all cases addressing the scope of liability under § 2520 have been suits
against local and municipal governments, not foreign powers. But nothing in the text or history of either Act precludes suits
against foreign governments.
The text of the ECPA is devoid of any qualifying language that would imply that foreign states were to be excluded from civil
liability. The Wiretap Act and SCA both leave the term “entity” undefined, and only mention “foreign powers or agents of a
foreign *249 power” with reference to the targets of U.S. government surveillance.101 And the legislative history offers little
further guidance. The House report makes only one oblique reference to surveillance by foreign powers, cautioning that
although the technology to intercept microwave telephonic communications is expensive and difficult, “the practice is
sufficiently well known as to be an option for satellite dish owners and for foreign intelligence agencies.”102 At a minimum,
this suggests that Congress was aware that foreign powers were potential violators of the Act. Otherwise, the House and
Senate Committee Reports make no reference to surveillance by foreign states.103
Given the dearth of textual or legislative evidence, courts are likely to draw on principles of statutory construction. As a first
observation, there is no presumption against extra-nationality; that is, there is no canon of statutory construction that compels
interpreting a generally worded statute to apply only to U.S. entities or nationals.104 There is, of course, the canon against the
extraterritorial application of federal statutes.105 This canon may in practice bar the application of U.S. law to the acts of
some foreign actors, but not to those taken within U.S. territory.106
There is thus no basis for courts to add a foreign state exemption that Congress did not see fit to include in the text of the
statute. As then-Circuit Judge Blackmun once noted, “if the Congress [had] intended to provide additional exceptions, it
would have done so in clear language.”107 This principle is all the more compelling when we consider that Congress did
provide one clear exception to *250 government entity liability: the 2001 amendments to the ECPA shielded the U.S.
government from civil liability. Congress knew how to create a safe harbor for certain government defendants when it twice
amended the Acts, yet it chose not to shield foreign states. Indeed, the inclusion of one safe harbor implies the exclusion of
the other. In the end, defendants will no doubt try to rewrite the ECPA to exclude foreign governments, but the text and
history of the law simply do not support that construction.
2. The Computer Fraud and Abuse Act
The case is even stronger for the Computer Fraud and Abuse Act: it explicitly applies against foreign states, though in a
circuitous manner. Section 1030(g) provides a civil action “against the violator.” And the Act makes clear that “persons” can
be “violators,” by providing for forfeiture against “any person convicted of a violation.”108 Further, it defines a “person” to

include a “governmental entity,”109 including “any foreign country, and any state, province, municipality, or other political
subdivision of a foreign country.”110 So through this daisy chain of definitions, the CFAA contemplates that foreign
sovereigns can violate the Act and be held civilly liable. Indeed, the United States has itself interpreted the CFAA to apply
against foreign governmental actors who hack U.S. computers: in May 2014, the Department of Justice sought and received a
federal grand jury indictment of five generals of the Chinese People’s Liberation Army on multiple counts of CFAA
violations.111
3. Government Entity Liability at Common Law
Finally, there is no doubt that foreign states can be held liable in tort at common law. FSIA case law is replete with cases
applying common law torts to foreign states and their agencies or subdivisions. State common law has provided the cause-ofaction in cases under the FSIA in every category of damages action where the defendant is a foreign state, from wrongful
death and battery,112 to respondeat *251 superior,113 negligence,114 and trespass theories.115 Cyber-trespass should be no
different.
In sum, victims of unlawful surveillance or cyberattacks have a range of substantive rights of action. And these rights can be
invoked against governments, both foreign and domestic. The real hurdle will be overcoming foreign sovereign immunity.
II. THE (CYBER) TORT EXCEPTION TO THE FOREIGN SOVEREIGN IMMUNITIES ACT
This Part shows how courts should apply the FSLA tort exception to waive immunity when foreign states hack U.S.
computers in clear violation of U.S. law. It first examines how the FSLA framework operates. It then discusses how
electronic privacy claims can satisfy four key elements of the tort exception: territoriality, a cognizable tort, a cognizable
injury, and a non-discretionary governmental act.
The FSIA starts from a presumption that foreign states are immune from suit and then carves out exceptions to that rule.116
Applying the Act to a foreign state entails a three-step process: first, section 1604 makes clear that claims against foreign
states are potentially subject to immunity.117 Determining which suits are subject to the FSIA is accomplished largely through
the Act’s definitions section. For example, a foreign state is defined to include a *252 “political subdivision” or “an agency or
instrumentality,”118 but not individual officials.119 Foreign states are thus covered by the immunity regime, while individuals
are not.
Second, sections 1605 through 1607 list all claims that are exempt from immunity, including the tort exception.120 Once
immunity is denied, section 1330 provides both personal jurisdiction--assuming proper service121--and subject-matter
jurisdiction.122 This three-step process provides “the sole basis for obtaining jurisdiction over a foreign state in our
courts.”123
Our present concern is the tort exception, 28 U.S.C. § 1605(a)(5), which denies immunity to a foreign state in cases:
[I]n which money damages are sought against a foreign state for personal injury or death, or damage to or loss
of property, occurring in the United States and caused by the tortious act or omission of that foreign state or of
any official or employee of that foreign state while acting within the scope of his office or employment; except
this paragraph shall not apply to
(A) any claim based upon the exercise or performance or the failure to exercise or perform a discretionary
function regardless of whether the discretion be abused, or
(B) any claim arising out of malicious prosecution, abuse of process, libel, slander, misrepresentation, deceit, or
interference with contract rights.124

Thus the essential elements to the tort exception are: (1) a non-commercial tortious act or omission125 (2) committed by a
state or *253 its agents that (3) causes personal injury or property damage (4) occurring in the United States, and that is not
(5) an exercise of a discretionary function or (6) one of the specifically exempted types of claims.126
On its face, the exception to immunity is drafted broadly. The House Report notes that although Congress was “directed
primarily at the problem of traffic accidents,” it “cast” the exception “in general terms as applying to all tort actions for
money damages.”127 Despite this broad legislative grant, courts often follow the influential D.C. Circuit’s practice and
construe the exception narrowly “so as not to encompass the farthest reaches of common law.”128 This Part guides courts on
how to navigate these mixed signals. While electronic privacy claims may present difficult issues, there is no reason why
traditional torts based on novel technologies should not proceed.
A. Territoriality: Locating a Cyber Tort
The tort exception is limited to torts occurring in the United States.129 As a practical matter, this screens out a number of
*254 electronic privacy cases and ensures that U.S. courts are not a court of claims for global privacy rights.130 But it does
not bar all claims for cross-border cyberattacks on U.S. targets.
When foreign states infiltrate computer networks located in the United States, they commit torts in U.S. territory. True, these
cyberattacks might be planned and directed from outside the United States, but the act that proximately causes injury--the
intrusion or interception--occurs here. In the case of Doe v. Ethiopia, for example, copies of a FinFisher spyware suite linked
to Ethiopian government servers had been surreptitiously installed on the personal computer of a U.S. citizen at his home in
Silver Spring, Maryland.131 The device intercepted his family’s communications in the United States by remotely activating
his computer’s microphone, redirecting e-mails, and recording web browser information to his local hard drive.132
U.S. computer networking infrastructure is also being used to re-route wiretapped data to foreign governments. In February
2014, the Canadian research group Citizen Lab discovered that at least ten foreign countries were using proxy servers located
in the United States to “launder data from infected computers back to the government operator” of a spyware suite called
Remote Control System.133 These complex, transnational chains of digital surveillance involve serious unlawful conduct in
the United States.
When it comes to such cross-border torts, courts generally apply the tort exception whenever a substantial part of the acts or
omissions occurs in the United States.134 They may differ on the *255 formulation of the standard, but not on its application.
For the D.C. Circuit, the “essential locus” of the tort must occur in the United States--suggesting that at least some conduct
could occur overseas. In Asociacion de Reclamantes v. United Mexican States, the court held that the exception did not cover
claims that Mexico had failed to compensate American landowners for seized property as required by a claims-settlement
treaty.135 The claims were for breaching the treaty--not for trespass--and the decision to breach was made entirely in Mexico.
136 The “essential locus” of the tort was therefore outside the United States.137
Similarly, the Ninth Circuit requires that a cross-border chain of events must involve “at least one entire tort occurring in the
United States.”138 In Olsen v. Government of Mexico, the court considered the case of a Mexican government plane that had
crashed north of the border while transferring prisoners.139 Plaintiffs brought wrongful death claims, alleging that the crash
was caused by negligent piloting in U.S. airspace, and by negligent maintenance and direction back in Mexico.140 The court
was satisfied that the allegation of negligent piloting gave a sufficient basis for jurisdiction.141
The analytic point is that both the D.C. and Ninth Circuit approaches would apply the tort exception to a trans-border chain
of events, whenever at least one event occurring in the United States could stand alone as a tort.142 As the Ninth Circuit
observed, a stricter rule would invite artful pleading by defendants, since “requiring every aspect of the tortious conduct to
occur in the United States ... would encourage foreign states to allege that some tortious conduct occurred outside the United
States.”143
*256 For a powerful illustration, consider two cases of assassinations carried out on U.S. soil. Letelier v. Republic of Chile
and Liu v. Republic of China both involved political killings that were planned abroad but executed in the United States by
foreign agents.144 In Letelier, the regime of Chilean dictator Augusto Pinochet arranged the assassination of a former Chilean

diplomat and his American aide through a car bombing in Washington D.C.145 In Liu, gunmen in California were alleged to
have killed a San Francisco resident under orders from a Taiwanese intelligence official.146 In both cases, the courts applied
the tort exception, even though the tortious acts in the United States were initiated through a chain of events overseas.147
Both Letelier and Liu are consistent with the Supreme Court’s recent jurisprudence on the presumption against the
extraterritorial application of federal statutes. As the Court explained in Morrison v. National Australia Bank, Ltd., the
threshold question is whether the conduct that is the “focus of Congressional concern” occurred within U.S. territory.148 The
fact that some collateral acts occurred on U.S. soil does not necessarily make a claim territorial, nor does collateral foreign
conduct always render a claim extraterritorial. There is thus a helpful symmetry between the Morrison “focus” test and the
approaches taken by courts in the FSIA tort exception context: both look to whether the conduct specially-regulated by a
statute (or common law rule of decision) substantially occurred in the United States.149
*257 Thanks to this symmetry, the assassination cases provide compelling analogies for cross-border cyber torts. In both
instances, foreign states intentionally target victims in the United States. And they do so through coordinated operations that
are executed in U.S. territory but directed from abroad. The difference? In the 1980s and 1990s, foreign states had to rely on
human agents to infiltrate U.S. borders. Today, they can use remote-controlled malware--or, for that matter, drones--to
accomplish the same ends.150
Spyware functions much like a remote-controlled drone. One spyware platform popular among foreign states is “Remote
Control System” or “RCS.”151 Once installed on a target device, RCS phones home to command-and-control servers.152 RCS
can be remotely instructed to activate a webcam or microphone and transmit a recording back to its command-and-control
server.153 In effect, the *258 spyware converts a personal computer into a surveillance drone, capable of recording its
physical environment. The analogy to drones is instructive: would Letelier really have come out any differently if the
assassination had been committed by drone strike?
Courts should see cyber intrusions for what they are: the functional equivalent of physical trespass within the United States.
154 The Supreme Court long ago adopted this functional approach in the seminal case Katz v. United States, noting that a
“surveillance technique” that “involve [s] no physical penetration” can still be an invasion of privacy.155 And the Court
continues to analogize technological surveillance to trespass, analyzing whether thermal imaging of interiors renders possible
what once would have required a physical invasion and therefore constitutes a search.156
In trespass, the “essential locus” of the tort is the place where the property is found.157 Thus, by installing code on a hard
drive located in the United States, the foreign state has committed a form of trespass in U.S. territory. Accordingly, the first
court to address the issue found that the CFAA protects computers in the United States from hackers physically located
overseas and that such protection involves no extraterritorial application of the law.158 In *259 United States v. Ivanov, the
United States prosecuted a Russian hacker who infiltrated a Connecticut business’s computer network to obtain its “root”
passwords.159 The court held that the violation occurred in U.S. territory because the accessed computers were housed in
Connecticut: it didn’t matter that they “accessed by means of a complex process initiated and controlled from a remote
location.”160
In sum, a cyberattack initiated from abroad should be analyzed like other cross-border torts that are planned overseas but
executed in U.S. territory. As the Ivanov court found, the violation occurs where the intrusion takes place. A cross-border
cyberattack on a U.S.-based computer occurs in the United States for FSIA purposes.
B. Tortious Acts: The Statutory Torts of Interception and Unauthorized Access
Wiretap Act or CFAA claims will also raise a second question: does the FSIA tort exception apply to statutory violations?
No court has squarely addressed the issue. In fact, tort exception cases involving statutory violations are surprisingly few. The
Second and Ninth Circuits have applied the exception to statutory violations without reservation or analysis. In Doe v. Bin
Laden, the Second Circuit held that claims arising under the Anti-Terrorism Act161 fell within the tort exception and
warranted jurisdictional discovery.162 The court had “no doubt that the terrorist acts giving rise to the harms at issue--aircraft
sabotage, extrajudicial killing, and conspiracy to support the same--are all torts.”163 Similarly, in Liu v. Republic of China, the

Ninth Circuit applied the tort exception to claims for wrongful death, without pausing to consider the scope of the words
“tortious act.”164
These courts were right not to pause. The text, history, and purpose of the FSIA suggest that statutory torts are cognizable.
First, although the text of § 1605(a)(5) refers to a “tortious act or omission” without defining the term “tortious,” the
provision explicitly refers to *260 “personal injury or death.”165 Since the tort of wrongful death is “purely a creature of
statute,” the FSIA must embrace at least one statutory tort.166 Any contrary reading that limits the exception to common law
torts would render this reference to “death” pointless. And reading “death” as surplusage is impermissible, as Chief Justice
Burger observed: “In construing a statute we are obliged to give effect, if possible, to every word Congress used.”167 So, if
Congress intended 1605(a)(5) to reach wrongful death, then it must have intended the Act to reach statutory torts.
Ordinary usage suggests the same. Because the text of the FSIA does not define “tortious,” we must look to the word’s
ordinary legal meaning.168 That meaning encompasses both common law and statutory torts; Black’s Law Dictionary defines
a “tort” as a “[1] civil wrong, other than breach of contract, for which a remedy may be obtained, [usually] in the form of
damages; [or 2] a breach of a duty that the law imposes on persons in particular relation to one another.”169 Nothing in
Black’s limits a “tort” to the breach of a common law duty. On the contrary, Black’s definition of “tort” includes any
redressable violation of the Constitution.170 So a redressable statutory violation is a type of tort.
This ordinary meaning is consistent with common law principles. As the Supreme Court explained, the hallmark of a tort is
its remedy: “[r]emedial principles ... figure prominently in the definition and conceptualization of torts.”171 What makes an
act *261 “tortious” is not the source of the legal duty breached, but rather “the availability of ... damages to compensate the
plaintiff ‘fairly for injuries caused by the violation of his legal rights.”’172 Since violations of the ECPA or the CFAA are
redressable civil wrongs, they must be “tortious” for FSIA purposes.
It would be hard to square any other interpretation with the purpose of the FSIA. The Committee Reports make it clear that
Congress “cast” the tort exception “in general terms” and intended it to reach “all tort actions for money damages.”173 This
broad scope accords with the Act’s underlying aim to remove immunity for torts committed in U.S. territory and to ensure
uniformity and predictability in foreign sovereign litigation.174
Reading statutory torts out of the FSIA tort exception would throw immunity law into disarray. This is because, in many
states, tort law is now a creature of statute. If we were to read statutory torts out of the Act, much of California tort law would
fall outside of the immunity exception. Section 1708 et seq. of the California Civil Code, which codifies torts for battery and
other wrongs, would be off-limits.175 Ditto for the District of Columbia, where a plaintiff seeking damages for death caused
by negligence must invoke § 16-2701 of the D.C. Code.176 Even more absurd would be Louisiana, where all tort law is a
creature of statute. Article 2315 et seq. of the Louisiana Civil Code codifies all tort claims.177 With that state’s civil law
legacy, even negligence would not be cognizable under the FSIA tort exception.178
To grasp how this absurd result runs counter to congressional intent, consider the traffic accident. We know from the
legislative *262 history that originally “Section 1605(a)(5) [was] directed primarily at the problem of traffic accidents ...,”179
Yet no foreign sovereign could ever be sued in Louisiana for its agents’ negligent driving, since negligence is a statutory tort
in that state. This absurd result undermines Congress’ effort to achieve nation-wide uniformity in foreign sovereign litigation,
since a foreign state’s immunity under section 1605(a)(5) would vary state-by-state, depending on whether that state has
chosen to codify its torts.180 In short, a close study of the text, history, and purpose of the FSIA confirm that statutory torts
must be cognizable.
C. Privacy Invasion as Personal Injury
The tort exception applies only to actions “for personal injury or death, or damage to or loss of property.”181 The property
clause clearly covers claims involving damage to computers, but what about claims such as wiretapping or intrusion upon
seclusion, where no physical injury or property damage can be shown? Is a violation of privacy a “personal injury” for
purposes of the FSIA?
To date, only one court has addressed a privacy claim under the tort exception. In Alpha Therapeutic Corporation v. Nippon

Hoso Kyokai, the Ninth Circuit presumed, without further analysis, that invasions of privacy are cognizable under § 1605(a)
(5). There, a plaintiff sued a Japanese public television company for invasion of privacy after he was interviewed by a
reporter wearing a concealed wire recorder.182 The Ninth Circuit held that the plaintiff had made out a well-pleaded privacy
claim and that subject matter jurisdiction was proper under the FSIA tort exception.183 Without explicitly recognizing that an
invasion of privacy is a “personal injury” for the FSIA purposes, the court implicitly accepted as much by allowing the claim
to proceed, since it evidently did not involve damage to or loss of property.
*263 Further analysis of the statutory text is in order. The FSIA does not define “personal injury,” so the term is best
construed “in light of the common law.”184 The phrase’s ordinary legal meaning includes both physical injury and moral
damages, such as mental or reputational harm. Black’s Law Dictionary defines “personal injury” to include “[a]ny invasion of
a personal right, including mental suffering and false imprisonment.”185
Courts in other contexts have agreed. In Bernstein v. National Broadcast Company, the U.S. District Court for the District of
Columbia determined that a violation of privacy is a personal injury for purposes of choice of law: “the mind of an
individual, his feelings and mental processes, are as much a part of his person as his observable physical members ... [a]n
injury ... which affects the sensibilities is equally an injury to the person as an injury to the body.”186 Following Bernstein,
trial courts in the District of Columbia continue to hold that “[i]nvasion of privacy is a personal injury--an injury to
feelings.”187
They are not alone. The “gravamen of the action,” the Arizona Supreme Court observed, “is the injury to the feelings of the
plaintiff, the mental anguish and distress caused” by the invasion of privacy.188 Indeed, the notion that an invasion of privacy
is a personal injury to the feelings traces back to the inception of the tort in Samuel D. Warren’s and Louis D. Brandeis’s The
Right to Privacy.189
The same is true for all claims for electronic surveillance. The Wiretap Act and Stored Communications Act protect a user’s
reasonable expectations of privacy. As Justice Douglas explained: “The traditional wiretap or electronic eavesdropping device
*264 constitutes a dragnet [that] ... intrudes upon the privacy of those not even suspected of crime and intercepts the most
intimate of conversations.”190
Intuitively, the personal nature of electronic surveillance meshes with the experience of end-users. Electronic privacy laws
protect users’ interface with devices that accompany us throughout the day: the cell phones forever on our persons, the tablets
by our bedsides, the laptops at our desks, the gaming consoles in the hands of our children. I do not expect that third parties
will surreptitiously activate my webcam and record intimate details of my life. Nor do I expect remote intruders to intercept
my Skype calls or Gmail missives. A private sphere surrounds my interface with such devices and when a third party invades
that sphere, it causes an injury to the feelings. Illegal surveillance is, hence, a personal injury.
Nothing in the text of the FSIA displaces this intuitive, common law understanding of the right to privacy. First, there is no
textual limitation to bodily injuries. While the statute distinguishes “personal injury” from property damage, it makes no
distinction between injuries to the body and injuries to the feelings.191 And that is a distinction Congress knows how to make.
It did so in the Bankruptcy Code by limiting certain exemptions to damages for “personal bodily injury.”192 Aware that
Congress sometimes makes this distinction, the Supreme Court has, in other contexts, construed the unrestricted term
“personal injuries” to embrace physical and nonphysical harms.193
Second, excluding non-physical injuries would render the final clause of the tort exception entirely superfluous. Section
1605(a)(5)(B) specifically immunizes states against claims for “malicious prosecution, abuse of process, libel, slander,
misrepresentation, deceit, or interference with contract rights.”194 Since these all involve nonphysical injuries, Congress
would have had *265 no reason to exclude them if such harms were not personal injuries for FSIA purposes.
In sum, at common law, a violation of privacy is an injury to the psyche. And nothing in the FSIA contradicts that traditional
understanding. Courts construing the FSIA should therefore follow the common law and treat electronic privacy violations as
personal injuries.
D. Discretion to Spy? Illegal Acts and the Discretionary Function Exception

Foreign sovereign defendants will invoke one final hurdle--discretionary acts immunity. The tort exception contains an
important carve-out, which preserves immunity for claims “based upon the exercise or performance or the failure to exercise
or perform a discretionary function regardless of whether the discretion be abused.”195 The FSIA discretionary function
clause was modeled on the Federal Tort Claims Act (“FTCA”), which governs suits against the United States government.196
As a result, courts interpret the FSIA’s clause in light of FTCA jurisprudence.197
In United States v. Gaubert, the Supreme Court adopted a two-step process for identifying a discretionary function under the
FTCA;198 same analysis applies to the FSIA.199 First, the governmental conduct must involve an “element of judgment or
choice” and second, that choice must involve the kind of public policy judgment the exception was designed to shield.200
Ultimately, Gaubert’s aim is to avoid “judicial ‘second-guessing’ of legislative and administrative decisions grounded in
social, economic, and political policy through the medium of an action in tort.”201
The Gaubert standard is easy to formulate, but hard to apply. Courts and commentators have disagreed on what exactly
constitutes *266 a discretionary function and how it should be determined.202 But erring on the side of discretion can have
harsh effects. An overbroad reading would cause the exception to swallow the rule: almost any governmental act could be
characterized as being grounded in public policy, if you view it at a high enough level of abstraction.203
Courts should not lose sight of the obvious: a government’s discretion to act is bounded by (1) legal prohibitions and (2)
limited grants of jurisdictional authority. As the Supreme Court has observed, an act is not discretionary if it violates a
mandatory requirement or prohibition.204 So if the law requires a certain action, an official has no choice but to comply.205
And if the law forbids a certain action, then an official has no discretion to break the law.206 By the same token, if
government officials are only delegated a limited jurisdiction, they have no discretion to exceed that jurisdiction.207
*267 Of course, between the two poles of what-is-forbidden and what-is-required lies a grey zone of discretion. This is the
real province of the Gaubert test, for it is here that governmental decisions on the allocation of scarce resources or the
prioritization of public demands are “grounded in social, economic, and political policy.”208
Fortunately, unlawful surveillance and cyberattacks are not part of this grey zone, and their characterization is much simpler.
When foreign states infiltrate U.S. computer networks they breach both limits on discretion: they violate U.S. computer
misuse laws and they act without any jurisdiction to conduct surveillance in U.S. territory.
1. Criminal Law as a Check on Discretion
Courts construing the FSIA tort exception have held that a foreign state has “no discretion to commit, or to have one’s
officers commit, an illegal act.”209 In the influential Letelier decision, discussed in Part II.A., the court held that foreign
states do not have a policy option to commit serious crimes such as assassination in the United States--at least not one
entitled to deference under the FSIA.210 Relying on Letelier, the Ninth Circuit held in Liu v. Republic of China that Taiwanese
intelligence agents had no discretion to assassinate a dissident in California--in violation of clear U.S. and Taiwanese criminal
laws.211 Like the Ninth Circuit, the D.C. Circuit *268 has embraced Letelier, noting that “case law buttresses the proposition
that a criminal act cannot be discretionary.”212
But not all illegal acts are created equal. Following Letelier, courts treat the illegal acts limitation not as a bright-line rule, but
as a spectrum. At one extreme, criminal acts directly perpetrated by state actors are generally considered non-discretionary.
213 At the other extreme, mere complicity or negligent supervision will often be deemed a discretionary function entitled to
immunity.214 As the Ninth Circuit observed in Risk v. Halvorsen, not “every conceivably illegal act is outside the scope of the
discretionary function exception.”215 In Risk, a father sued Norway and its consular officials for giving travel documents and
consular assistance to the estranged mother of the plaintiff’s children who then took her children to Norway in violation of a
California custody order.216 Noting that the acts of the consular officials were squarely within their functions under the
Vienna Convention on Consular Relations, the court held that such acts were discretionary.217 Of course, the illegal act of
violating custody was performed by the mother, not by the Norwegian government.
Risk shows that governmental conduct is more likely to be found discretionary when it is several steps removed from actual
criminal acts. Thus in Doe v. Holy See, the Ninth Circuit held that the discretionary function exception shielded the Holy See

from claims for the negligent supervision or retention of a priest accused of child molestation--but not from respondeat
superior claims for the intentional tort of battery.218 The priest--an agent of the Holy *269 See--had no discretion to commit
such abuse within the scope of his employment.219
Similarly, another court held that a Saudi official who recommended grants to a charity was exercising a discretionary
function, even if the funds were later diverted to terrorist groups: grant-making is a classic choice “grounded in social,
economic, and political policy.”220 And, as in Risk and Holy See, the governmental conduct was linked only indirectly to the
criminal act.
At the far end of the spectrum, certain regulatory infractions simply are not illegal enough to be beyond the bound of
discretion. When a neighborhood association sued Peru for building a chancery in D.C. that failed to comply with zoning
regulations, the D.C. Circuit held that mere zoning infractions do not compare to malum in se offenses, and do not justify
withholding immunity.221
But illegal wiretapping and hacking are not like zoning violations, grant recommendations, or consular assistance to violators
of custody. These are computer crimes directly committed by state agents--and serious felonies under U.S. law.222 Moreover,
there is longstanding precedent that unlawful surveillance and trespass are precisely the sort of illegal acts that do not qualify
as discretionary functions.
For decades, U.S. courts have recognized that governmental actors have no discretion to trespass, eavesdrop, or open mail in
violation of federal law.223 More than fifty years ago, the Supreme *270 Court announced in Hatahley that wrongful trespass,
in violation of federal law, was not shielded by the FTCA discretionary function clause.224 In Hatahley, federal agents
rounded up and slaughtered horses belonging to Native Americans on a public range, claiming they had been “abandoned”
under a Utah statute, which permitted such horses to be culled.225 The Federal Range Code, however, required federal agents
to serve written notice and an order to remove livestock prior to impounding the animals.226 Because the agents failed to give
notice, the Court held that their action violated federal law and constituted actionable trespass.227 And since the agents had no
option to violate the law, they had no discretion to exercise.228
Following Hatahley, lower courts have consistently held that unlawful surveillance operations do not fall within the FTCA
discretionary function clause. The warrantless interception of mail has long been held to be non-discretionary. In Birnbaum v.
United States, the Second Circuit refused to apply the FTCA discretionary exception to the CIA’s twenty-year operation of
covertly opening mail of American citizens suspected of communist sympathies, holding that the CIA had no discretion to
exceed the scope of its delegated authority by conducting domestic surveillance.229 A fortiori, foreign intelligence agencies
can have no discretion to conduct surveillance in the United States, when they have no delegated authority to act.
Trial courts have also refused to immunize illegal mailinterception as a discretionary function.230 Citing Hatahley, the court
*271 in Cruikshank v. United States held that “government agents do not have the discretion to break the law.”231 As
Cruikshank observed, giving governmental actors discretion to commit crimes is incompatible with the rule of law:
[I]f this country has learned nothing else in the past decade, it has learned that no man, nor any man acting on
behalf of our government, is above the law. The Government should not have the “discretion” to commit illegal
acts whenever it pleases. In this area, there should be no policy option.232
Our courts have long denied this “policy option” to foreign and domestic governments. Hatahley and its progeny were the
basis for the FSIA’s “illegal act” limitation announced in Letelier and imposed against foreign states in Liu.233 There is thus
an unbroken chain of FTCA and FSIA case law that denies discretionary function immunity for clearly illegal acts. Although
no court has yet to apply this line of authority to foreign state surveillance, it would be absurd to give a foreign state greater
latitude to spy on U.S. citizens on U.S. soil than our own government enjoys.
2. Territorial Sovereignty as a Check on Discretion
Just as a foreign state and its agents have no discretion to commit illegal acts, they have no discretion to exceed a delegation
of authority or grant of jurisdiction.234 This is because a foreign state’s authority to conduct surveillance within U.S. borders
is entirely contingent on the consent of the United States.

It is axiomatic that the United States exercises exclusive territorial sovereignty within its borders. Writing in 1812, Chief
Justice John Marshall observed that “[t]he jurisdiction of the nation within its own territory is necessarily exclusive and
absolute” and that “[a]ll exceptions ... to the full and complete power of a nation within its own territories, must be traced up
to the consent of the *272 nation itself.”235 This consent requirement is a bedrock of customary international law. As a
leading treatise notes, “police or tax investigations may not be mounted ... on the territory of another state, except under the
terms of a treaty or other consent given.”236
These international law principles do not change in cyberspace.237 States, including the United States, continue to assert their
territorial jurisdiction over cyber infrastructure and activities on their territory, and their right to “protect their cyber
infrastructure against transborder interference by other States or by individuals.”238 Indeed, the Obama administration has
asserted that certain acts in cyberspace may violate U.S. territorial sovereignty, including attacking or exploiting computer
networks and violating privacy and civil liberties.239
*273 If general international law provides one constraint on foreign states’ discretion to trespass on our computer networks,
domestic law and bilateral treaties offer an additional check. Federal law provides a framework through which a foreign state
can secure the cooperation of U.S. agencies or courts in the collection of evidence as part of criminal or tax investigations.240
The United States has entered into numerous bilateral treaties, called Mutual Legal Assistance Treaties (MLATs), which set
out duties and procedures for cross-border investigations.241
There is thus a mandatory channel through which foreign law enforcement and intelligence agencies must conduct
investigations in U.S. computer networks-- through cooperation with U.S. agencies, pursuant to a MLAT or other bilateral
agreement.242 Further, this cooperation is subject to constitutional guarantees.243 Giving foreign states discretion to
circumvent this channel would undermine key protections of civil liberties. Federal electronic surveillance law is designed to
protect people in the United States from arbitrary governmental intrusion. Yet immunizing foreign surveillance activities in
U.S. computer networks would create a perverse incentive for foreign states not to cooperate with U.S. law enforcement.
Why be bound by the Fourth Amendment and federal privacy law, when a foreign agent could simply infiltrate U.S. computer
networks without fear of incurring liability?
Moreover, unauthorized cyber-surveillance does not just exceed jurisdictional limits--it also violates a “mandatory
regulation.”244 Operating in the United States as an unregistered agent of a foreign government is a felony offense. Section
951 of title 18 provides criminal penalties for anyone “other than a diplomatic or *274 consular officer or attache, [who] acts
in the United States as an agent of a foreign government without prior notification to the Attorney General.”245
Conducting unauthorized surveillance and intelligence gathering operations against political dissidents in the United States is
precisely the type of conduct targeted by § 951--the unregistered foreign agent statute. A dual U.S.-Syrian citizen was
recently convicted under this statute after he made video and audio recordings of Syrian dissidents in Washington D.C. on
behalf of the mukhabarat--the Syrian intelligence agency.246 Similarly, an Illinois newspaper publisher who fed the identities
of Iraqi opposition members to Iraqi intelligence agencies was convicted under § 951.247 Logic dictates that if foreign agents
lack discretion to record dissident activities in the U.S. through a camcorder, then they lack discretion to record those same
activities through a webcam or keylogger.248
In short, when foreign state agents hack into U.S. computers and surveil U.S. targets without the consent of the United
States--and without respecting constitutional and statutory safeguards--they exceed their authority and have no discretion to
act.249 There is simply no latitude to exercise unlawful police powers in U.S. territory.
*275 III. PUBLIC VALUES IN THE DIGITAL DOMAIN: THE JUSTICIABILITY OF CYBER TORT CLAIMS
AGAINST FOREIGN STATES
The previous Parts have cleared the path and shown how plaintiffs can sue foreign states for surveillance and hacking
committed in the United States. Federal and state laws provide a range of civil remedies, and the hurdle of immunity can be
overcome. Legal doctrine, it would seem, is on the privacy plaintiffs side--but there is more at play than doctrine.
Few contemporary issues are as controversial as the rise of dragnet surveillance in cyberspace. As the Edward Snowden leaks

revealed, the United States has engaged in pervasive electronic eavesdropping at home and abroad.250 There is much debate
over the domestic and international legality of these programs--not to speak of their wisdom as public policy.251 In March
2014, the U.N. Human Rights Committee called on the United States to ensure that its surveillance activities within and
outside the United States comply with international privacy rights, regardless of the nationality or location of the target being
surveilled.252
*276 Given these controversies, courts faced with electronic privacy claims against foreign states might be reluctant to reach
their merits. Even if such claims do not directly implicate the legality of U.S. surveillance, they may risk exposing the United
States to reciprocal treatment in the courts of foreign countries.253 A number of questions ensue: should tort law provide
protection against foreign state surveillance and cyberattacks? Should courts await further instruction from Congress? Are
such claims really justiciable?254
Ostensibly, the concept of justiciability has been formalized in a number of discrete doctrines.255 But as Alexander Bickel
saw it, prudential judgment “resists being domesticated” and distilled into rules and standards.256 In practice, justiciability is
often a matter of judicial temperament and mood, and cases touching on foreign affairs and national security can often spoil
the mood.257 Thus recent cases challenging U.S. government surveillance in the United States and Chinese surveillance in
China have been resolved on standing or *277 political question grounds, rather than on the merits, despite the existence of
fairly clear domestic and international legal standards.258
It is therefore worth considering in some detail why cyber tort claims against foreign sovereigns belong in the courts. This
Part argues that such claims are indeed justiciable. First, the territoriality requirement of the FSIA tort exception defuses
certain prudential concern, by placing the actions of foreign states within their own borders beyond the scope of the tort
exception. Moreover, since electronic privacy claims under the FSIA invoke a clear statutory framework, they task courts
with a traditional judicial function--statutory interpretation. That such claims are not political questions is clear from our
long, common-law history of adjudicating governmental trespass through tort law. Finally, the fear of reciprocity does not
jibe with the reality of current international law. Numerous countries deny immunity for territorial torts, meaning the United
States is already substantially exposed to the risk of litigation in foreign courts.259 Refusing to enforce the rights of U.S.
residents against foreign spying will do little to alter that reality.
*278 At the outset, the FSIA’s requirement that the surveillance occur within U.S. territory makes adjudication under U.S.
law more appropriate. Thanks to this territorial restriction, the act of state doctrine, for example, would not apply. As
traditionally formulated, that doctrine only bars our courts from adjudicating the sovereign acts of a foreign government
“done within its own territory.”260 Courts are free, however, to “judge the legality and propriety of an act that occurred
within the borders of the United States.”261 There is nothing controversial in applying U.S. law to violations of U.S.
computer networks. In fact, it would be far more controversial for a court to import foreign privacy standards, which conflict
with our laws and public values, to excuse foreign hacking.262
The territorial contours of the FSIA tort exception and the act of state doctrine are mutually exclusive. A tort must occur in
U.S. territory for the FSIA tort exception to apply and in foreign territory for the act of state doctrine to apply. It is no wonder
then that Liu and Letelier both rejected the act of state defense after applying the tort exception.263 As Letelier recognized,
giving a cross-border tort the status of an act of state would re-impose the immunity waived by the FSIA through the “backdoor” of justiciability.264
Nor are such claims necessarily political questions. Not “every case or controversy which touches foreign relations lies
beyond *279 judicial cognizance.”265 Indeed, recent Supreme Court jurisprudence suggests that modern political questions
only arise in two circumstances.266 First, courts will not decide cases arising from “a textually demonstrable constitutional
commitment of the issue to a coordinate political department.”267 Second, courts will not decide cases that present “a lack of
judicially discoverable and manageable standards.”268
Neither rationale would bar a privacy claim brought under the FSIA because such claims turn on statutory interpretation--a
quintessential judicial function, textually committed to the Article III courts. Indeed, the Supreme Court has never found a
political question arising from a statutory violation.269 And after the Court’s 2012 decision in Zivotofsky ex rel. Zivotofsky v.
Clinton, it is doubtful that a statutory claim could ever present a political question.270 In Zivotofsky, the Supreme Court
reversed a lower court ruling that the political question doctrine barred petitioners’ request to list their child’s place of birth as

“Jerusalem, Israel” in official documents, pursuant to the Foreign Relations Authorization Act.271 The plaintiff, the Court
reasoned, sought to vindicate a statutory right, not to seek judicial recognition of Jerusalem as the capital of Israel.272 This
raised no political question for two reasons. First, the adjudication of a statutory right is committed to the courts, not to the
Executive.273 Second, where a statute supplies a rule of decision, there is no “lack of judicially discoverable” standards.
Construing the meaning of a *280 statute and reviewing its constitutionality is “a familiar judicial exercise.”274 This line of
reasoning has a broad impact. Although Zivotofsky was decided on a narrow set of facts, its rationale applies with equal force
to any claim that vindicates a statutory right.275
Under that rationale, a wiretapping or computer trespass claim brought under the FSIA cannot be characterized as a political
question. The ECPA and CFAA set out clear standards to ascertain liability for an interception or computer trespass.
Determining the scope of liability under these laws is, as we saw above, a traditional exercise in statutory construction. As for
immunity, Congress delegated this inquiry to the judicial branch when it codified common law and international law norms in
the FSIA.276 The courts have consistently construed the text of the FSIA to determine the scope of immunity--regardless of
the impact on foreign relations.277 Applying the FSIA to privacy claims is no different.
History suggests that surveillance claims are legal, not political questions. Using tort law to guard against governmental
eavesdropping and trespassory searches is deeply rooted in Anglo-American tradition. For more than two hundred years,
American and British courts have ‘second-guessed’ government surveillance operations “through the medium of an action in
tort.”278 Entick v. Carrington, a 1765 case tried before the King’s Bench, is widely considered to have laid the foundation for
the Fourth Amendment’s protection against illegal searches and seizures.279 And it did so through tort. At eighteenth-century
common law, a constable who searched a home without a valid warrant was strictly liable in trespass.280 In Entick, King
George Ill’s messengers were given a warrant to enter the home of John Entick and search his papers, *281 seeking to
identify the author of an allegedly libelous article.281 Entick sued for trespass.282 Finding that no common-law rule justified
the general warrant to seize Entick’s books and papers, Lord Campbell, Chief Justice of the Court of Common Pleas, held
that the King’s messengers were liable in tort.283
Entick was just one of six English court decisions handed down in the mid-eighteenth century that used tort law as a check on
abusive searches and seizures.284 Known as the “General Warrants” cases, all six affairs involved the Crown’s effort to crack
down on lèse majesté and arrest the authors of allegedly libelous publications.285 In all six cases, tort actions were used to
challenge the practice of general warrants.286 In the words of one commentator, these precedents “established the rights of
privacy that have been treasured in American and English law ....”287
Just as tort law was critical to the English constitution, it remains critical to the Supreme Court’s understanding of the Fourth
Amendment and the common law of privacy.288 Tort suits continue to serve as an essential check on unlawful surveillance.
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Given this long history, wiretapping and computer trespass are precisely the types of tortious acts that are susceptible to
judicial review. Today’s cyber trespasses are the modern equivalent of the abusive searches of King George Ill’s. Only now,
the globally-networked nature of computer systems means that foreign powers can trench on civil liberties within our
borders. But the *282 remedies are the same: Courts need only apply old laws to new technologies.
This is not to say that electronic privacy suits against foreign sovereigns raise no questions of international law and foreign
affairs. One vital concern in any suit against a foreign government is reciprocity: will the United States or its officials receive
treatment in kind? Indeed, reciprocity was foremost in the mind of one of the FSIA’s principal drafters, Bruno Ristau, who
testified to the House Judiciary Committee that:
We would like, based on our experience as a litigant abroad, to subsume to the jurisdiction of our domestic
courts foreign governments and foreign entities who engage in certain activities on our territory to the same
extent that the U.S. government is already at the present time subject to the jurisdiction of foreign courts, when
it engages in certain activities on their soil.

...

[W]e would like to afford our local citizens and entities who deal with foreign governments in the United States
effective redress through the instrumentality of our courts.290
To grasp the reciprocity concerns underpinning the FSIA, courts should consider the current international landscape of
sovereign immunity. The United States is not alone in denying immunity for torts occurring within the forum state’s borders.
291 The territorial tort principle is enshrined in national legislation around the world. For example, the foreign state immunity
statutes of Argentina,292 Australia,293 Canada,294 Israel,295 Japan,296 Singapore,297 *283 South Africa,298 and the United
Kingdom299 all deny immunity for certain torts occurring in their territories on grounds similar, if not always identical, to
those of the FSIA. The upshot is that the United States is already exposed to potential tort liability in foreign countries for
wrongs committed in their territory--and in their cyber infrastructure. Indeed, on June 4, 2014, in the fall-out of the Snowden
revelations, German Federal Prosecutor Harald Range announced the opening of an investigation into the wiretapping of
German Chancellor Angela Merkel by U.S. agents.300 Subjecting foreign states to our courts, just as the United States is
subjected to theirs, is thus a matter of parity.
Finally, as a policy matter, tort litigation may be more desirable than the alternatives. Electronic privacy suits provide a
peaceful channel for dispute resolution, in contrast to other proposed responses to trans-border cyberattacks. The White
House’s International Strategy for Cyberspace asserts the right to use all necessary means to counter intrusions into U.S.
cyber infrastructure, including armed force.301 In response to the Sony hack, President Obama imposed sanctions on a
number of North Korean governmental entities and individuals, citing “North Korea’s attack that aimed to create destructive
financial effects on a U.S. company and to threaten artists and other individuals with the goal of restricting their right to free
expression.”302
*284 This type of tit-for-tat diplomacy can easily escalate. Commentators have suggested that states could engage in limited
retaliation against foreign state-sponsors of cyberattacks under the international law of countermeasures-- a form of self-help
for injured states.303 Jeremy and Ariel Rabkin have even proposed reviving the practice of issuing “letters of marque”-commissions that authorized eighteenth century privateers to raid enemy-flagged vessels--to private U.S. actors.304 This
would legitimate reprisals against the computers of foreign hackers, but from a rule of law standpoint, are plaintiffs not
preferable to privateers?
Of course, criminal prosecutions are another possibility. On May 19, 2014, a federal grand jury returned an indictment
against five Chinese military officials for allegedly engaging in economic espionage against U.S. businesses through
computer hacking.305 But as a practical matter, the Chinese government is unlikely to extradite the defendants, so the
indictment functions more as a diplomatic shot across the bow. This would be so for most true bills: obtaining jurisdiction
over individual foreign officials is rarely an option.
Prosecuting a foreign state poses other problems. The criminal liability of foreign governmental entities is a novel issue and
would hinge on the specific statute in question.306 At least one court has held that governmental entities--in this case
domestic--cannot be prosecuted under the Wiretap Act.307 In contrast, the Computer *285 Fraud and Abuse Act does
contemplate criminal liability for such entities, since “any person”--a term that includes governmental entities--can be
“convicted of a violation.”308 Even so, civil liability is less conceptually difficult and, perhaps, less provocative. A civil suit
packs less normative punch than a criminal indictment. In the sensitive area of foreign affairs, that can be a virtue.
Given these difficulties, tort remedies for foreign state-sponsored cyberattacks are more effective and less incendiary than
self-help vigilantism, criminal prosecution, or armed escalation. They also provide a measure of redress to victims, while
restoring public confidence in the rule of law.
Money damages are available to a plaintiff who overcomes FSIA immunity,309 though recovery will be limited to a
compensatory award, since the. FSIA exempts foreign sovereigns from punitive damages.310 Yet despite this limitation, the
statutory and common law actions for computer trespass and electronic privacy can still put a considerable price tag on
unlawful surveillance. The Wiretap Act, for example, provides for statutory damages, recognizing the fact that the injury
caused by an invasion of privacy can be hard to quantify.311 In cases of prolonged surveillance, these sums could potentially
deter violations. An even stronger deterrent is the expressive power of tort liability. Having a court declare that a foreign state
has violated U.S. law by hacking into U.S. computers would send a powerful signal that citizens’ digital rights are taken

seriously.
Upon closer inspection, electronic privacy suits against foreign sovereigns are less controversial than they first appear. They
do not ask courts to make unmoored policy decisions. Rather, they seek application of the rules for liability and immunity
that Congress put in place--a task delegated to the courts. If these suits ultimately strain our foreign relations, it is up to
Congress to amend our privacy and immunity laws, not the courts.
*286 CONCLUSION
Surveillance powers are often abused. And that abuse has often been the source of dramatic social change. From King George
Ill’s general warrants to the recent uprisings in the Middle East, the shock of living under the gaze of government can spur
people to assert their basic rights to think and speak freely. Citizens facing surveillance by their own government have at least
some recourse: they can use the democratic process, invoke the constitution, or--as in the Arab Spring--take to the streets.312
When the spy is a foreign power, though, these routes are closed. A journalist in New York cannot vote a less invasive regime
into power in China. An asylee from Ethiopia can hardly lodge a constitutional complaint in Addis Ababa for the hijacking of
his webcam in Washington.
What these victims of foreign-state hackers can do is go to the courts of the United States and invoke their rights under
statute and common law. In 1976, Congress opened the courthouse doors to those harmed by the acts of a foreign state inside
U.S. borders. In enacting the FSIA, Congress struck a new balance between the rights of individuals and the prerequisites of
sovereignty. Absolute immunity is a thing of the past, a “relic of the doctrine of the divine right of kings,” in the words of
Justice Robert H. Jackson.313 When foreign states reach into our borders--and our computers--they subject themselves to the
jurisdiction of our courts.
This Article has shown a path for the electronic privacy plaintiff. From the computer misuse statutes to common law torts, the
hacked can assert a number of rights against the hackers. In a narrow set of cases, immunity can be overcome. When a
foreign state intrudes upon computer networks in the United States, in violation of U.S. law, the FSIA is no barrier to suit.
Such claims are not just in the private interest of the plaintiffs--they are in the interest of the public. Cyber tort suits are *287
more than a redistributive mechanism: they can express public values and enforce limits on sovereign power in the digital
domain. Tort law reined in governmental excess in eighteenth century England--and it can help extend the rule of law into
cyberspace today.
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